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O Overview Manage digital identities securely and efficiently with Azure Active Directory (Azure AD) Identity Governance,
r,« Review the most common use cases and set of capabilities for your governance needs.
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# Azure AD roles /
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Control your external user lifecycle
Manage the entire lifecycle of external users:
configure onboarding approval flows, set up regular
access reviews, and remove external users when
they're done collaborating. Remove guests from
groups and Teams, and even guest accounts from
Azure AD.
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Manage access

Users with excessive access are vulnerable in the
event of account compromise. Ensure your
organization manages to least privilege by
periodically reviewing, renewing, or extending
access to resources.
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Activate just in time

Reduce the potential for lateral movement in the
event of account compromise by eliminating
persistent access to privileged roles and
resources. Enforce just in time access to critical
roles with PIM.
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& Quick start L Attribute Assignment Reader Reads attribute keys and values to Azure AD objects. 0
M Overview .‘ Attribute Definition Administrat... Defines and manages the definition of security attribut... 0
Tasks .‘ Attribute Definition Reader Read the definition of security attributes for the tenant. 0
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2) Description 2 search by member name or principal name
# Role settings Name Principal name Type Scope Membersh
No results
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Directory
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No member selected
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Select a member

Privileged Identity Management | Azure AD roles

Only groups eligible for role assignment are displayed. Learn more
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(e Adele Vance
AdeleV@WWLx085314.0nMicrosoft.com

Selected items

Alex Wilber
AlexXW@WWLx0853 14.0nMicrosoft.com
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Assignment type ©

(®) Eligible
O Active

Maximum allowed eligible duration is permanent.

[ ] Permanently eligible

Assignment starts *
12/06/2021 ]| 12:32:10 PM

Assignment ends *
11)06/2022 || 12:32:10 PM
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Role T4 Modified Ty Last updated T4 Last updated by
Approve requests
Billing Administrator No - -
%, Review access
Authentication Policy Administrator No - -
Manage External ID User Flow Attnbute Administrator No - -
& Roles Windows 365 Administrator No - -
&, Assignments Cloud Application Administrator No - -
K Alerts Security Administrator No - -
%= Access reviews Exchange Administrator No - -
® ::Z;iscqve?* and insights Exchange Recipient Administrator No - -
review
& sett Windows Update Deployment Administrator No - -
ings
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Privileged Identity Management | Azure AD roles

& Edit /

Activation
Setting State
Activation maximum duration (hours) 8 hour(s)
Require justification on activation Yes
Require ticket information on activation No
On activation, require Azure MFA Yes
Require approval to activate No
Approvers None
Assignment
Setting State

Wi= =



Dashboard > Contoso > Identity Governance > Privileged Identity Management

Edit role setting - Billing Administrator
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On activation, require O None
(®) Azure MFA

Learn more
Require justification on activation
[ ] Require ticket information on activation
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Require approval to activate

R Select approver(s) \A

MNo approver selected
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If no specific approvers are selected, privileged role administrators/global
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. Alex Wilber
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[ ] Require ticket information on activation

B3 Require approval to activate

R Select approver(s) @
1 Member(s), 0 Group(s) selected

If no specific approvers are selected, privileged role administrators/global
administrators will become the default approvers.

Selected approvers:
Alex Wilber Remove
\ AlexW@WWLx085314.0nMicrosoft.com
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